FFHONG TIN VA TRUYEN THONG
EECAN TOAN THONG TIN

An toan thong tin co y nghia hét sic quan trong doi vai ngudi sir dung céng nghé
théng tin noi chung va can bg, cong chirc, vién chiic noi rieng. Cac nguy co mat an
toan thong tin khéng chi anh hudng dén cac ca nhan ma con cé tac dong manh mé
den sur phat trién va on dinh cla xa hoi

Do d6, cac can b, cong chirc, vién chifc c¢an tu trang bi cac kién thic co ban nhdm tu
bao vé minh trudc cac nguy cd mat an toan thén tin vén ngay cang phic tap hién nay.

Cam nang mong mudn cung cip céc théng tin va ki ndng cd ban nhat vé& mét s6 nguy
cd mat an toan thong tin phd bién trong viéc st dung thiét b va dich vu céng nghé
théng tin

SACH KHONG BAN
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MUC LUC
NGi dung Trang
CACBUOC THIETLAP MAYTINHMOIANTOAN 4
ANTOANTHONGTINKHI SUDUNG MANG KHONG DAY 10

KYNANGPHONGCHONGMADOC

HUONG DAN NHAN BIET, PHONG CHONG THU RAC, 15
THUGIAMAO, TIN NHAN RAC 26
HUGONG DAN SU'DUNG MANGXAHOIANTOAN 33
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CUCANTOANTHONGTIN

Cac nguy co' mat an toan théng
tin c6 thé Iap tirc anh hwdng dén
ching ta ngay sau khi sir dung may
tinh vira mua hoéc vira cai dit lai.

Do d6 can c6 mot s6 lwu y dé
thiét 1ap may tinh mé&i an toan
chéng lai cac nguy co’ b tan cong
nhu sau:

Buwoci:Tao cacmat khdu manh.

Ngay trong cac budc dau tién cla viéc thiét 1ap cau hinh
may tinh. Cactai khoan cba ngudi st dung can dvoctaora
v&imat khau cé d6 phirc tap nhat dinh.

Cacmatkhdu dé nho nhu 123456, “abcdef” ... tuyét déi
khéng durocsirdungviday la cac matkhau yéu rat dé doan.
M6t matkhau antoan thuvdng bao gém cac loai ky ty sau:

123456
password
12345
12345678
qwerty
123456789
1234
baseball
dragon

10 football

- ky tv hoa, ky ty thvong
-ky tv chi? s6
- ky tv dac biét ($#%"#%)

000 o WA -

> bao vé
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Budc2: Thaogd cacchwongtrinh khéng canthiét.

Cac may tinh méi thvdng dvoc nha san xuét cai dit san
cac chvong trinh quéng céo, gidi thiéu hodc ban dung thir
c0a cac phan mém. Cac phan mém nay cé thé chira san céc
nguy comdtantoanthéngtin.

Do do, nguoi ding can thao bé cac chvong trinh khéng
can thiét trén may tinh cia minh ngay trong qua trinh thiét
lap bandau.

Caps 8 (| « AN Control Panel ltemi » Program: and Features = | 43 W Search Brograon cid Features

Control Panel N
Sl e o Uninstall or change a program

View installed updates T uninstalf a program, select it from the list and then click Uninstall. Change. or Repasr
% Tum Windows festures on or
off

Organige = Uninstall

% Fraveen 14
() Cinerna-Plus-1.2 Cinema Plus
= Coupon Server Actually Apps

ink: httpy fwww offersbin.com/contact

OffersBar Product verien: 1.5.0.399
8 "

(Sur dung chire nang Programs and Features dé liét ké
cac phan mém da dugc cai sin trong cic may mdi)
Buoc 3: Kich hoat chirc ndng twdong Iva bao vé ca nhan
trénmaytinh.

Cac hé diéu hanh hién nay hau hét déu tich hop cac
tudng lranham bao vé ngudi stz dung khdi cac tan cong co
ban. Hay kich hoat phan mém tudng Ira trudce khi két noi
dénbatky mangmaytinhnao (Internet/Wifi/LAN...).

Trén hé diéu hanh Windows, c6 thé kich hoat tvong Ira
bang cach truy cap chirc ndng Firewall trong Control Panel:
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B_QIHQNG_T_W VATRUYENTHONG CUCANTOANTH ONGTIN

Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewsll can help prevent hacken o mafscous software from ganeng access to
through Wendows Firewall YOur computer through the internet of & network

% Change notdfication vettings How does 8 frewall help protect my computer”

% Tum Windows Fueasll oo ot What sve network locutions?
off

Home or work [private) networks Connected '

o o werk where you know and thust the people and devices on the E

Troubleshoot my network
On
Block s connections 1o progrsms that sre
not on the kst of allowed progrems
Actree home or work (private) networks: 5B Network
Metdicatson state Notdy me when Windows Finewall blocks &
AEN progeam
. ° Public networks Connected &
Action Center Networks m publec places such as srports or coffee shops
MNetwork and Shanng Certer -
Windows Frewell state On Wikl ~
B =

(Bang diéu khién ctia chirc nang Control Panel)

Tiép tuc lya chon “Turn Windows Firewall on or off” dé
thye hiénviéckich hoat.

l-um-"—k“*

Customize settings for each type of network
Ve cam mdety the lirewall Letings for each Type of retwork locstan that you use
What arn rtuork locatsans "
i or sk e ate] reters [GCHOn SeThags
i @ Tom on Windews Fumelt
¥ Bioch ant " thase i the et of sicwed progrem
4 Hiotdy ma ahen Windoes Frewall Blecks 8 aew progeoem

Tustm ¥ Windows Farwall (nof recommended)

L ]

oy Winderes Farewadl

7/ Block o8 2 the st of shiowed
# Paotal, ma st Windnay Froewsl) Blogiy & aew program

Tusn o Windeow Faesall (nof rex omemended)

ox | Comen o i1 §

Tiép tyc chon cac lya chon “Turn on..” va tuy chon bén
duvdidékich hoat.
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Buéc4: Nang cap cacphan mémva hé diéu hanhWindows.

Hé diéu hanh cha may tinh [Gc vira cai d&t co thé 1a phién
ban ci chva dugc va cac 16i bdo mat. Do dd, ngudi st dung
can thiét 1ap ché dé ty déng nang cap va thyc hién nang
cap chohé diéuhanhvacac phan mémkhac.

S T T _1.-5-.‘_”;-..,,,1'5,._. e

G{:} [ &) « il Controf Panel t... » Windows Update w:| %9 | Senith Controi Pose 3
Control Panel Home Windows Update
Check for updates
Change settings

iew adine Nitony proa s Updates are available for your computer

Restore hidden updates - important update 5 No updates are currently
vastabl ,

Updates frequenthy asked S S

questions
Most recent check for updates:  Today st 11:53 AM
Updates were installed: Today at 1200 PM. View update history
You receive updates: For Windows and other products from

Microsoft Update
Installed Updates

Trong phan Windows update cUa Control Panel, s& dung
tuy chon “change settings” dé thiép lap viéc ty dong cap nhét.

Trong cac tuy chon vé nang cap, ngudi st dyng co thé
tuy chon theo nhu cau cba minh. Tuy nhién, cé thé tuy chon
viéc ty quyét dinh thyc hién ndng cdp theo yéu cau cla
ngudi st dung d€ dadm bao khong bi gidn doan céng viéc do
quatrinh nang cap.

Important updates

<9

Install updates automatically (recommended)
Download updates but let me choose whether to install them
Check for updates but let me choose whether to download and install them

Never check for updates (not recommended)

Recomr.

CAM NANG ANTOANTHONG TIN CHO CAN BO, CONG CHUC, VIEN CHU'C
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Sau do, may tinh sé thong bao dén nguoi sir dung khi co
ban cap nhat mdi. Nguoi st dung sé click vao théng bao dé
thychiénviéccapnhat.

§" New updates are available
Click to install them using Windows Update.

Buwéc5:Cai dat phan mém diét virus

Phan mém diét virus la I&p |a chan quan trong bao vé
nguoi s dyng khoi cadc ma doc va virus. Do do, can co
chuvong trinh diét virus dé bao vé ngudi dung ngay trong
cachoatddng dautién cianguoisirdyngtrén maytinh.

Trén thi trrdng c6 nhiéu hang cung cdp giadi phap diét
virus, ngudi s dung co thé lya chon chon gidi phap mién
phihoaccacgidi phap thuvong mai.

T e pctools mearee
KAJPIR{KKCY 2 M

= AVG % PANDA Ay Ahnlab

Microsoft

s N rton Y Securi
avast! FSecure'y . Essentgls
@webroot [T OGS wphidefender

(Mot s6 hang phf?m mém diét virus nude ngm‘li]
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Ngoai ra, nguoidung co the can nhac st dyng cac phan
mém diét virus cGaViét Nam san xudt nhu BKAV hay CMC.
Céc phan mém nay déu c6 cac phién ban mién phi vdi chirc
nang han ché cho ngudisrdyng.

(Phan mém diét virus CMC)
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Trong nhi*rng ndm gan day, mang khong day ngay cang
tré nén phé bién, gid thanh thap va dé s&» dung. Nguéi dung
co thé lap dat dé truy cdp mang khéng day tai nha hodcsirdung
may tinh xach tay, thiét bi di déng théng minh dé truy cap tai
nhirngnoicongcongnhwquancafé, sanbay, khachsan...

Viéc st dung mang khong day sé rat tién loi va don gian
nhung né cling tiém &n rat nhidéu nguy co mat an toan
thongtin.

Né&u mang khong day khéng duoc bao vé ding mire thi
bat cir mbét may tinh nao cd hé tro truy cap khéng day nam
trong vUng ph0 sdng cla thiét bi phat séng déu c6 thé két
nGi dé truy cap Internet. O ngoai tr&i, pham vi nay c6 thé
dat t&i hon 300m. Vi vay, bat c ai & xung quanh ciing co
thé& dé dang truy cdp vao thiét bi phatsong nay.

cAc NGUY cacOTHEx.&Y M

© Bjxam pham dich vy: dung luong, s8 lvgng kétnéi ... c6
thé vuot qua gidi han ma nha cung cép dich vy cho phép,
t6c dd co thé rat cham do bichiém dung bangthéng.

@ Bi loi dung: mét s8 ngudi c6 thé loi dyng hé théng dé
thycthinhng hanh dong bat hop phap.
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© Bi theo doi: cac hoat dong trén internet co thé bi theo
ddi, nhirng théng tin nhay cdm (méat khau, s6 thé tin dyng
cothébidanhcap).
@ Bitan cong: cAc tép tin trén may tinh cd thé bi truy cap
trai phép, may tinh cd thé bi cai ddt spyware va cac chvong
trinh doc haikhac.
Nhirng viéc can lam khi truy cap Internet bang mang
khéng day cong cong
1. Strdyng mangriéng do
Yéu t6 dau tién phai k& dén trong mat tot cba mang
khéng day la sy tién loi, dé dang st dyng ma khéng cén
phai thiét Iap hay cau hinh gi qua phirc tap. Tuy nhién, yéu
t8 an ninh trong mang khdng ddy thuéing van bicho qua.
Khi da két néi laptop hay dién
thoai c0a minh vao mot mang
mang khéng ddy nao do, thi tat ca
nhirng thiét bi trong cing mang
nay c6 thé nhin thdy nhau. Pay la
diéu hoantoan céloichonhirngké
xau dang két ndi vao cing mang

khong day, ching cé thé danh cap thong tin tai khoan hay
xem trom di* liéu ca nhan cba ngudi ding trong mang.

Do vay, vu tién s8 mét khi s dung mang khéng day la
nén cai dat mang riéng ao (VPN - Virtual Private Network)
chotruy cép caminh.

Khi st dung VPN dé truy cap Internet, no sé ty déng
thiét 1ap mot két ndi mang dva trén chinh nén tang mang
mang khong day nhung da dvoc ma hda cac goitin truyen
di va nhan ve, doéng thdi chuyén hudng truy cap giup
nguoi dung an danh dé dang trén Internet. Tuy nhien,
chinh vi yeu t6 bdo mat cao nay ma VPN sé lam suy gidm
mdt phantécdé mang.

CAM NANG ANTOANTHONG TIN CHO CAN BO, CONG CHU'C, VIEN CHUC
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2.Sdung xac thye 2 broc

DE tién cho ngudi dung truy cap vao mang khéng day,
nh¥rng ngudi quan trimang it khi thiét 1ap bado mat nghiém
ngat cho mang khong day. Pa phan chi chon cach dit mat
khéu don gian la nhi’ng chudi s6 dé nhd, hay mét cum tir.
Te la, ngudi ding nao ciing c6 thé ghi nhé va thuan tién
truy caplaicholansidyngtiép theo.

Thong thuong, khi da truy cap vao mang Internet, da
s6 ngudi dung déu ddng nhap vao cac tai khoan chia nhidu
thong tin ca nhén,vi dy nhu email. Do d6, néu da khong
chon st dung két n6i VPN, va néu tai khodn email thiét Iap
I6ng léo, thi diéu nay chang khac nao mai goi nhirng ké x4u
tim dén!

Do d6, ludn str dung co ché xac thue 2 buée cho nhivng
tai khoan cGa minh. Tham chi, d& an toan hon, nén chon
cach xac thyc bang s6 dién thoai ca nhan, thay vi nhirng
cau hdibimatdon gian.

Vi dy, néu chon kich hoat xac thuc 2 buwdc cho tai
khoan Gmail, thi sau khinhdp ding mat khau ban van phai
ch& Gmail g&ri thém mot tin nhan SMS dén dién thoai cla
nguoi dung. Tin nhan dé sé cung cap s6 mat ma tir phia
Google dé nhép vao roi mdidivao duochdpthu.

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHU'C, VIEN CHUC
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;. Canthanvditinh ndng tv déng két néimang khéng ddy.

M6t trong nhirng mat tét va cOng la nguy co tiém an
bién nguoi st dung trd thanh miéng mdi ngon cho ké xau
chinh 1a co ché ghi nh& két néi mang khéng day cba dién
thoai, may tinh. Mac dinh, khi dung thiét bi két nGi vao mét
mang khong day nao trudc do, thi dién thoai hay laptop sé
ty dong két ndi cho nhirng lan sau. That vay, sau nay, moi
khi thiét bi do & trong pham vi cba mang khéng day d6 thi
no sé do va két ndi vao mot cach ty déng. Loi dung co ché
nay, ké xau c6 thé doan biét thdi quen nay cla nguei ding
dél3y cap dirliéumangudiding khéngngd dén.

Open System Authentication .
Access Point

Client Station
b8:38:61:99:1a:af
be:fS:ac:fezeb:1c Authentication Request

-
l -+ Authentication Response
S Association Request >

Association Response

-

Béncanh do, cing cé nhirng mang khéng day khéng dat
mat khau truy cdp, chi cdn chon mang khéng déay la két noi
vao. Khi do, viéc tan cdng sé tré nén don gian va dé dang
honratnhiéu.
+.Xacminhmang khong day

Hay ludn la nguoi dung théng minh bang cach ki€ém
ching tén két ndi trude khi truy cép. Ké xau co thé dat tén
cho mang khong day gia cba ho gan giéng, hay giéng hoan
toan nhu tén mang ma ban thuvong s& dung. Néu khéng
canthan, ngudidung sé huéngludngtruy cap ciaminh toi

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHU'C, VIEN CHUIC



BOTHONGTINVATRUYENTHONG CUCANTOANTHONGTIN BOTHONG TINVATRUYEN THONG - CUCANTOANTHONGTIN

2 @Jw CACCACH PHONG CHONG MA POC
Ee!ﬂ o Ching ta c6 thé phong chéng ma déc bang mat sé bién
Eﬂ o phapdongiannhu:

3 St dung thw dién tlr than trong

M3 doc c6 thé lay nhiém vao may tinh ngudi s& dung
VL4 DL ko5 ol o o O e 08 0 théng qua cac tép tin dinh kem thu dién t&. Cac tép tin
nay thuong duoc dinh kém cac thu dién tr cOa ngudi la
gwi dén nan nhan hoac thv dién tr gid mao mot co quan

t6 chirc.

(Vi du mot thu dién tir gia mao dinh kém ma doc)
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BOTHONG TINVATRUYEN THONG

Do do, nguoi s dung khéng nén mé cac tép tin dinh
kem thv dién t& nhan duvoc tir mét nguoi la hodc mét
nguoi co dia chi thu dién t giéng véi nhirng nqudi ma
minh quen biét.

Ngoai ra, ching ta co thé si dung chvong trinh diét
virus dé do quét tép tin dinh kém truéc khi docndidung.

Can than khi truy cap cac trang web trén mang Internet

Chi can truy cap vao mot trang web ddc hai la ngudi
dUng da cé thé bjlay nhiém ma ddc vao may tinh cba minh.
Cac trang web nay thudng dy dé ngudi si dung truy cap
thong qua caclién két glri qua mang xa héi, thu dién t& hay
tin nhan. Vi vay, ngudi sir dung can that can trong khi truy
cap vao cac trang web la dvoc giri dén tlr ngudi khac trong
quatrinhsrdung cacdich vy trén mangInternet.

CAM NANG AN TOANTHONG TIN CHO CAN BO, CONG CHUIC, VIEN CHU'C
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(Vi du vé céc lién két doc hai giri qua Facebook)

Théng Bao Su Kién

° ***HE THONG FACEBOOK MESSENGER Théng Bao:
Xin Chac Mirng Tai Khoan Messenger Cua Ban Ba May
Mén
Tring Bugc Giai Nhdt Tu
Hang Thang 3
Quy | Nam 2015. Tri An Khach Hang Str Dung Mang Xa Hoi
FaceBook.
Giai Thuéng Ma Ban Nhan Bugce Trong Luot Quay S6
Ng&u Nhién Tir Hé Théng La:
1 Chiéc Xe May SH 125i & Phiéu Qua Tang Tri Gia
100.000.000 VND Tién Mat.

Trinh Tri An Khach

Quy Khach Vui Long Truy Cap Ngay Website: >>>>

(Vi du vé tin nhan ltra ddo gia mao nham Iira

nguoi str dung truy cdp vao trang web doc hai)
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H&u hét cac trinh duyet lnternet sé canh bao cac trang
web ddc hai. Tuy nhién, ngudi s dung van phai canh giac
chodutrinhduyétinternetkhong canh bao.

aNe
|Gy Wuseare Dewcows 50t B S SR Bl s

Warning: Visiting this site may harm
your computer!

Tre setste & malwiie H30n) QOOgH IeSt Soper 0 ot Masae
SOMaFE that Tan Pt yOur COMPUY O CINeredso oo ale wihout your
COMBET JLal vialng & 08 That POStS muleare [0 ieCt you
compater

Fr dotinbend information about ihe probiens mith e s8e. visit the
Googe 5ate Bromaing UGG 208 ' malwar lastng googe test
Lean mare abant o 10 rcted ] yousert trom. et jcfinae ooire.

1 urderytand Tt visteg g 486 may hurm my comguier

Rark 1 satery

(Vi du vé trinh duyét Internet canh bao khi truy cép trang web ddc hai)
Khéng s dyng phan mém bé khoa, khéng ban quyén
Céc phan mém déc hai co
thé ton tai trong cac phan mém
bé khoda, phan mém mién phi
hay co trd phi nhuvng khong
dvoc tai tv chinh trang web
cba nha phat trién. Cac phan
mém nay thvong dvoc dinh
kém virus, ma doc va sé duoc
kich hoatkhinguoidungchay cac
phan mém nay. Vi vay, khong nén tai, s dung hay cai dat
cac phan mém bé khoda hoac cac phan mém duvoc chia sé
trén cac dién dan, mang xa hdi ma nguoi ding khdng rd
nguon goc.
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Céch t6t nhat dé phong chdng ma doc la tai phan mém
tai ngay chinh trang web cGa nha san xuat dé tranh truong
hop tai phai phién ban “gid mao” kem sanma doc.

& Windows Loader v2.18 - By Daz

InS’tallatIOf‘l Proflle I OEM l Advanced options 0

0s mformatlon

Version: Windows 7 Ultimate (x86)
Build: 7600.win7_gdr_staging.090720-1852
Board: VirtualBox
Details: HPQOEM - (06/23/99 - v2.1)
Serial: 22TKD-F8XX6-YG69F-9ME6D-PMIBM
Status: Licensed

| Uninstall

(Vi du vé phian mém bé khoa Windows ¢6 thé chira ma doc)

Kaspersky Anti-Virus 2010 - Keygen @

KAPIR|KY 2

| Select Product |

(Cac phan mém kLyng‘l thmmE dugc dinh kem ma doc)

CAM NANG AN TOAN THONG TIN CHO CAN BO, CGNC CHLIC, VIEN CHUI'C



BOTHONGTIN VATRUYENTHONG
St dung phan mém dlet virus

Mbi may tinh hay dién thoai can duvoc cai dat cac
chuongtrinh diét m& doc. Cac chvong trinh nay sé ty'dong
dod quét cac tép tin hay thy dién t& va cdnh bao nguoi st
dungkhiphathiénmadoc.

CUCANTOANTHONGTIN

\ J
U McAfee Q ’::
a b *®

ity

Microsoft”

Security Essentials F-Secure
2010
i :
o nmﬁi NOD32

antivirus

AVIRA

Trén thi trvdng hién nay, cd nhiéu chvong trinh diét
virus mién phi va cé trd phi. Cac chvong trinh mién phicé it
chirc ndng hon nhung cing c6 thé giup ngudi dung coban
chénglaicacmadocthongdung.
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M6t s6 chvong trinh diét virus do Viét Nam san xudt co
khanangbao vé tot divdingudi sirdungViét Nam.

_.’/

(Can cén trong véi viée sir dung USB dé sao luu dir lidu gitra cdc mdy tinh)

m-‘ Protection: Low

& v protecnon ot Found
B Spyware protection sk Fosnnd
0 windows Protecton ot Found
O automane update ot e

ecommended: “Protect PC” b
e s 2 et Tl &) Prowctec Mow

Application status; Tro0
Appication veraon 2001
Database varsion 2425

Licerss sxprry date: Cwt hoer

o) Databsse: 2.4.2.512/24/2008 Lndste 05 Windows WP RAM: 1323 MBytes

(Mot s6 ma doc gia mao chinh phin mém diét virus. Do do, nguoi ding can tai

céc chuong trinh di¢t virus tai chinh trang web cua nha san xudt)

(Ca-. phan mém keygen ter(Jng dugce dinh kém ma doc)
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Ghi nh¢ thiy 1:
"Khoéng nén tin tudng tén hién thj trong mail”

M6t chién thuét Ilra ddo yéu thich cla cac tin ticla gid mao
tén hién thi coa mét email d& danh Ira ngudinhan duoc.

FAKE MESSAGE

oend Ematl

nv 1D

Cac tén hién thi hay duoc gid mao nhu'tén cba cadc Cong
ty, t6 chirc, hang lén; Ngudi quen cba ban; Ngudinditiéng

Hello =50
—

Mark Juckerberg

Mark Zuckerberg

26)
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Ghi nho thi 2:

“Can nhac ky ludng khi bam vao lién két (link) trong email”
Can trong khi bdm vao bat ci lién két (link) dvoc gl

trong ndéi dung email. Lién két (link) d6 c6 thé dan ban toi

mot website [ra dao gid mao, quang cdo hay mot website

dochaimatintacdyngléndétincong.

Jarry Shared a file with you

Ve F £
t ¥
OO
Kinh gua Quy khach hang,
Uy dai tai Diamond Bay Reson & Spa
Tén chuomg trinh
i tromg v dai
NGi dung ou dai: Click viao dily &6 nhan vu dai 100% midn phi

Didu kign, didu khoan ;‘3". dai

& o

Trumg tim the Ngbn h.1||.£ P Ngoai Thuong Viet Nam
Tran trong T

¥

o Py i W | Dot wu e | Codn 680 kabem | Che iy € mibidn
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Ghinhé thir 3:

“Bd qua cac email yéu cdu cung cdp thdng tin cé nhan cta ban”
M6t t6 chire, congty, ngan hang,...sé khong bao gioyéu

cau nguoi st dung cung cdp thong tin ca nhan. Do vay ban

hoan toan cd thé bo qua ching khinhan dvoc cac email vai

no6idung do.

Va tham chi han ché t8i da, can nhac can than khi cung cap
théng tin ca nhan cho bat ky t6 chirc nao.

CAM NANG ANTOAN THONG TIN CHO CAN BO, CONG CHU'C, VIEN CHU'C
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Ghi nh¢ thir 4:
“Can trong véi cac email c6 tiéu dé Hap dan - Nhay cam - Khan cip”
Banh vao tam ly cba nguoi ding, céc tin tic thuong
xuyén st dyng cac tiéu dé c6 tinh Hap dan — Nhay cam -
Khén cap trong email dé I#a ngudi dung. Ching ta bi tiéu
dé d¢ lam chd quan, mat canh giac, hay tham chi 13 hodng
hét va cdm thay can phai xir ly gap. Vi dy nhu: “Cap nhat
béng lvong congty Quy 2/2016"; “Canh bao: Tai khoan cOa
banbidinhchi”...

Targeted Attack in Vietnam

Fopty Thae & TWBI) Nguyen T | anbhsong <y 0 e R
" — - pad
.
Yty T F 81

vy ¥
l—;—-‘----——._w— - s b L e TR T
e 1134 -
Sl © g g
T.“
Ty —— - Ty T T Ty T M o e 8
- g g e & Sy ey Gy e
.
Ryl AL |
les SIS S
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Ghi nhé thir 5:
“Can than, can nhac khi tai vé cac File dinh kém trong email

~ CUCANTOANTHONGTIN

Tan cdng bang viéc st dung cai ma ddc, virus trong cac file
dinh kém trong email la phuong thire tan cdng pho bién va
nguy hiémnhat hién nay.

Khéng nén tai va m& chay file ngay khi nhan duoc cac
email cofile dinh kem.

Chu y t&i dinh dang file va tao théi quen quét virus voi
cacfile dinh kém tredckhimé ching.

tn trac 46

Ghi nho tht 6:
“Nhan dién cdc email spam — email quang cao”
Ban can canh giac khi nhan cac
email spam, email quang cao tv
Internet. Trong cac email nay
thudng di kém vainhiéu roi ro mat
an toan thdng tin ma ching ta
khéng mong mudn nhu: lra dao,
ma doc, gdy anh hudng tdi cong
viéckhinhan quanhiéu...

[3 0 l CAM NANG ANTOAN THONG TIN CHO CAN BO, CONG CHU'C, VIEN CHUC
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Ghi nh thir 7:
“Can trong vdi cac tin nhan rac”

COng trong ty nhu email spam thi cactin nhan rac (sms
spam) cng gay cho nguoi dung rat nhiéu phién toai. Bén
canh d6 ngay nay cac tin nhan rac thvong xuyén duoc s
dung nhv mét phvong thivre dé liva ddo ngudi dung nhu:

BantrungthudngmotxeSH....

Nhan tin, goi t&i 1800XXXX, 1900XXXX, 1900XXXXXX,
EXXX, 7XXX, 8XXX, gXXX, ..

Truy cap vaoduonglink, trang web

CAM NANG ANTOANTHONG TIN CHO CAN BO, CONG CHU'C, VIEN CHUC L3 1]
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Ghi nhé tha 8:
“Can lam gi khi thuong xuyén bj tin nhan rac?”

Khi nhan dvoc tin nhan rac. Vui long gui lai ching téi
dau s6 mién phi 456 cla B6 Thong tin va Truyén thong dé
duocxerly.

| Tin nhan

rac,

Chuyén tiép

tin nhdn
Itta ddo

Cam on ban da gwi théng bao tin nhan rac

S&rdung cacngdung chuyén chan cactinnhanractrén
thiétbididéng.

SMS spam blocker
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BOTHONGTINVATRUYENTHONG CUCANTOANTHONGTIN

K £ 2 65 C3 0 []

Mang xa hoi la mot dang xa hoi do, muc dich két ndi cac
thanh vién cing mai trrong, cong viéc, s& thich trén mang
v&i nhau. Cho phép ngu¢i ding chia sé va giao lvu théng
tinmot cach hiéu qua.

Mang xa hoi c6 nhirng tinh nang N
nhuv chat, e-mail, phim anh, chia ‘0'0%
sé file, blog va xa ludn. Nhirng

dich vu nay c6 nhiéu phvong cach
dé cacthanhviéntimkiémbanbe,
déitac: dvatheonhdm (vidunhv
téntruonghodcténthanh phd), dyatrénthéngtin cdnhan
(nhv dia chi e-mail hodc tén tai khoan), hodc dva trén s&
thich ca nhan (nhv thé thao, phim anh, sach bao, hoac ca
nhac), linhvycquantam: kinh doanh, muaban...

Hién nay thé gidi c6 hang tram S
mang xa hoi khac nhau, nhv z l g
MySpace va Facebook néi tiéng -
nhat trong thi tredng Bac My va
Tay Au; Orkut va His tai Nam My;
Friindster tai ChéuSA va cac dé\l::: :Tamltay
quocThaiBinh Duong.

Tai Viét Nam xuat hién rat nhiéu cac mang xa hoi nhu:
ZingMe,YuMe, Tamtay...

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHUFC, VIEN CHLIC
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Mang xa h0| cé an toan khong"

CUCANTOANTHONGTIN

Nhuv x& hoi thyc té, khéng mét mang xd hoi trén
Internet, thé gidi do hay tro choi tryc tuyén nao dam bao
dvocioo0%antoan chongudisirdung.

Trong khi mang x& héi dvoc xem la phvong tién giao
tiép tot véi moingudithind cingtré thanh mycdich cho
t6i pham mang. Cac hdng bao
mat I&n da quan sat duoc lan
song de doa tryc tuyén ngay
cang tang logi dung mang xa hoi
dé danh cap théng tin s dung
cho muc dich kiém tién. Nhirng
de doa nay ngay cang phirc tap
hon, khé phat hién hon va
thvdng nham vao 18i s6ng “két

bantryctuyén” cia moingudi.
Cac rui ro khi sir dung mang xa hoi

Mang xa héi hoat dong trén
nguyén tac két ndi va chia sé
thong tin. Do do, cac mang xa
hdi sé bat budc ngudi st dung
phai cung cap mét s6 nhat dinh a5
cac théng tin ca nhan. Cang &
nhiéu théng tin ma nguoi st
dung cung cap |1én mang xa hoi,
cang lam tang nguy co bi ké xdu
lgi dung:

CAM NANG AN roA N ]'HONG TIN CHO CAN BO, CONG CHUC, WFN CHUC
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-Lam anh huédngtdihinh anh uytln cvabanthan.

-Strdungcacthongtinduvalén mangxahéinhu: vitridialy,
s& thich cad nhan, danh sach ban bé, ké xau cé thé khai thac
thém cacthongtin ca nhan khac hoac cac div liéu tai chinh,
ngan hang cvangudidung.
- Lubn ludn phai d6i mdt voi nguy co bi tan cong, bi cai
phan mém gian diép lam 16 cac théng tin mat cla ca nhan
hodccoquan, téchiec.
- Mang x4 hdi cé thé gay nghién va cé nguy co gianh qué
nhiéu thoi gian vao mang xa héi, lam anh huvdng dén cong
viécvagiadinh.
Lam sao dé bao vé ban than trén mang xa hdi?
- Luén ghi nhd, Internet la mét mang cong cong. Chi dva
nhrng thong tin Ién mang khi minh thdy thoai mai cho moi
ngudi cd thé doc, xem duge nhirng théng tin nay. Khicéng
khai thong tin ca nhan cta minh trén mang xa hoi, ngu i s
dyng can xac dinh nhirng thanh vién khac trén mang xa hoi
va Internet déu c6 thé I8y duoc nhirng théng tin nay, ké ca
truong hop nhirng thong tin nay da dugc xoa, chinh stva thi
cacban lvu cdthé tontai @ may tinh cha ngudi sl dung khac.
Do vay, ngudi s dung can gidi han lvgng théng tin ca
nhan ma minh cung cdp 1én mang xa hdi, cd gang han ché
congkhai cacthdéngtin cod tinh lién két, xau chubivéinhau.
- Bdo mat thong tin ca nhan trén
mang: khong tiét 16 s6 dién thoai,
diachithycté, lich congtac thong
tin lién quan td&i cong viéc cua
minh tai co quan... Dat ché d6 ca
nhan hodc chiban bé than thiét va
tin cdy mdi c6 thé xem dé tranh
tru'o’ng ho’p ke xau co the Io’l dung

Password
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nhirngthéngtin douy hiép, de doa. S&dyng matkhau kho do
tim, kho doan va luon git? bi mét mét khau, tuyét déi khéng
chiasé choaikhac.

-Xin phép ban bé minh truéc khi dang tainhirng birc anhva
cac cau chuyén cla ho. Tén trong ngudi khac trong céng
déng mang.

-Suy nghikivé nhirng gi ndiva dang trén mang

-Thé hién sy ton trong ngudi khac trong giao tiép, (’ng x{r
trén mang. Tuyét doi khdng noi xau, bdi nho, kéo bé canh
nham ha thap danh dy cla ngudi khéc, dé phong nhirng
trvong hoptrathl rangoaicudcséngthat.

- Bra anh phu hop 1én mang. Khéng dua nhirng hinh anh
h& hang, mangtinhkhiéu dédm hodc mangtinh chat bao lyc
lén mang. Ké xau co thé si dung nhirng birc hinh dé cho
nhirng myc dich khéng tét dep

- Srdung cactrinh duyét web phé bién va da dvoc cap nhat
dé truy cdp mang xa hdi va Internet, thudng xuyén theo doi
lichsrtruy cdp dé phat hién cactruy cap batthudng.

- Chikét ban v&i nhirng ngudi than, quen biét & ngoai doi.
Xac minh v&i ban be, ngudi than qua dién thoai hodc gap
mattrudckhikétbantrén mangxa hoi.

- Thuong xuyén kiém tra co ché bao vé théng tin ca nhan
cUa mang xa hdi déi v&i tai khoan cha minh. Kiém tra cac
thong tin cba tai khoan ma ban be, ngudi la c6 thé thay khi
truy cap vao taikhoan ciaminh.

-Khéng nén dangtai hodc tag anh ca nhan hodc ngudithan
tronggiadinh &gocgan, chinhdién.

- Khéngnénstrdung coché ty dong dang tai anh trén may dién
thoaididong, chophépganvitridialyvaocacanhdachup.

- Khoéng nén s& dung anh chén dung, anh ca nhan lam hinh
dai dién trén mang xa hoi, thay vao do, nén s dung anh
hoat hinh hodc cac biéu tugng, anh minh hoa khac.

CAM NANG AN TOANTHONG TIN CHO CAN BO, CONG CHLIC, VIEN CHU'C
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Hwéng dan thiét 1ap ché dé an toan cho tai khoan Facebook

% Chung
Bao mat

Cac muyc (1) Quyén riéng tu,
(2) Dong thoi gian va gan thé, (3)
Bdo mat, (4) Quang cao dey  [Fomenamen
chira cac tby chinh lién quan téi © Chda
thdng tin ca nhan. S& dyng cac s
tuy chinh nay dé tang cvdong an
toan chotaikhoan Facebook.

@ Théng bao

[E Didéng

EY Noudi theo dai

© Trong phan Quyén riéng tv, gidi han ngudi xem cho cac
bai viét trong tvong lai tai phan “Ai c6 thé thay cac bai dang
sau nay cUa ban?”. Kiém tra cac hoat dong cla tai khoan
Facebook tai muc "Srdung nhét ky hoat dong”. An cac bai
viét ca nhan tai dong thoi gian ho3c thiét |ap ché d6 chicho
phépBanbeédoc.

Cai dat quyen riéng tw va cong cu

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHU'C, VIEN CHUI'C
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BOTHONGTINVATRUYENTHONG
© Click vao Dong thdigianva ganthé > “Xemvaitu cachla”
dé thay dvocnhirng thong tin ca nhan ca minh hiénthivéi
Ban bé, ngudilatrén Facebook nhu'thé nao.

Cai dat Dong thoi gian va gan the

A b the thém néi dung vao
dong thix gien cus i

B e thib sem ndi dung tidn
g Wi gian cua 1P

© Truy cap Bao mét>"Diadiémban da ddngnhép” dé xem
xét cac truy cap doi vdi tai khoan Facebook cia minh. Khi
xUAt hién cac truy cap bat thuvong, click vao “két thic hoat
déng” dénganchan.

B b v 4 i b Phidn hign tal K41 Muc lodn b6 hoat ding
Vitri Manol  Vietnam (Lap of
Logi thiét by Chrome wén Windows 10

May tinh (14) -
Truy cip ln cudt 25 Thang 12 2015 kic 9:10
Kilt thisc noat 3dng
Vitrl Hanel Viemnam (o <l
Loai thiét by Chiome wén Windows T

© Thiét 1ap “Quéng cdo vai hoat dong xa hoi cba toi” tai
muc“Quang cao” vé ché do “chibanbe téi.
Quang cao trén Facebook

Qaang cao dus én vc wr
Aung trang web v img dung
s

on ok # Chinh sia

Quang cao vou hanh Jong e
L TR

Quang cio dua rén s thich s
ol b
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THONGTIN LIEN HE
CO' QUAN QUAN LY NHA NU'O'C VE AN TOAN THONG TIN

TT Ho tén

Chire vu

Thong tin lién h¢

I | Lanh dao Cuc An toan théng tin

I | Nguyén Thanh Hai

Cuc truong

043.94369%
thanhhai@mic.gov.vn

5%

Nguyén Huy Diing

Phé Cuc truong

043.9431555
nhdung@mic.gov.vn

3 | Bui Hoang Phuong

Phé Cuc truong

043.9433779
bhphuong@mic.gov.vn

I | Té dam bao an toin thong tin, Cuc An toan thong tin

1 Trin Manh Thing

Phé Gidm déc
Trung tam Tu van
va Ho tro nghiép
vu ATTT

0963791366
tmthang@mic.gov.vn

2 | Lé&BéaQuébc Thinh

Pho Truong
phong Tham dinh
va Quan ly giam
sat

091448884 9
Ibgthinh@mic.gov.vn

3 Tran Dang Khoa

Phuy trach phong
Ké hoach - Tai
chinh

0904804803
tdkhoa@mic.gov.vn

4 Lé Van Chuong

Chuyén vién

098212378 9
chuonglv@mic.gov.vn
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